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. . .. looated m the telcpixm* roca 
Office, Keal Eetoto on 1 Cerotruction 
““ »nd Faculties Breads Telephone 

. , with roqaesto for ban# tel*- 
mi $ *1* 0, Office OStOMdM* of 
hit doty hoars* 

fooorft to enotber jurisdiction will sot 


Controller, Kaehine Beeerde Mvleion, 
ml provide o ware efficient prwhwt et 


~ which rSuiroo t^teUpbcm. 

operators *Cll give priority eervice to the CIA VatOh Omeer. 
(Atm ex X) 

4. In tilt evsnt *f • OMtoi the fcwie mwrattng mt* at tte 
maraort «hl»h enUUn the bm of •uMnerumd eente, m- 

will continot in 
negligible coot* 

3. B3SOJSSIOB* 

a* Authority 

Adednisfestlvo • Basic oathorlty for maintenance of the file 
S5"£jf W^&P T** n f * «“>**««» ««i traced to 

SStif ll, S52feS5lF'L_ B _J «**«**$ %wnhor ^ 

Select* Stend t^ ei^ oro, BesWch reveals that the require- 
mt to tore to l^w n o opsrators reader assistance 
officers, se mess**?, fcse boon retained in 
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adwiniJ5tr*iiv* procadursa f ro« that date to the present tine. 
(CU bsworaa daa So. 61, 26 Sopictotr 19U7 mi Administrative 


Instructions 
Officer#} • 


(various Ca .tea) ivJbjeet* *. \*£i ruty 


b* the file hreerd 

Originally , the fUU. mtre »« mtoiatosd ca cares, sis* 3x5. 
I# response to related requeeto free Caty officer# the file 
grew to c+eufy a boat 20 tray# of a# Acme visible index cabinet. 
It was ecvrcrtec te * rachi or record cent system is the r ail 
of 2£5l te obtain aa improved method capable of providing more 
o# caret* icfcrrotLc* ors r current basis and thee aatieQr the 
inerrecicg damenc 1 * of telephone traffic. 


e* ^roccdcre 

Regulation | [ provides in effect that personnel rtetur earn 

change* thereto will he recorded on prescribed font# end re- 
ported to the Office of the Comptroller tad the Office of For- 
eerwcl te enable arlntaaenae of o muster file of Agency employee# 
for tpmitl* psixfmm «ac h w, the emergens? planning program, 
pr*pcr*tlm& of the telephone directory end inf© met ion on ham 
•dtireamee end telephone whe re. The r es po n s ibility to comply 
with this directive rearto on operating off Idols, addstoratiw 
effieero end ladlvidaal staff ofOt|aw* (Annex 1) Fell com- 
pliant* to net obtained with reopeet to reporting re^uiramdei 
a*|.i the Office «f Aaasoanal does ant receive copies of the 
reparttag a a rtiiwb f«m 37-6j ehenga aaah are act almy# fte*- 
alahnd upon cwrerpica of employee# from overt te covert status. 

A* UgL '‘eto rheme boom 

hmmwt to regulative I I the Telephone lection to charged 

with the faop a mtt Uitr of giving priority* ssrvtoe to toe CIA 
Match Officer to locating Agency officials and hoy employees. 
(Anas* 1) Also, the see ties readers a stollar service to all 
awthartood A gony official#, as iineiah Thus, to the event 
of a fttaetUaal traaa far of toe file record to another Juris- 
diction, arranges wits should bo node to have tho new jurisdic- 
tion reader toe required terries to too CIA Watch Officer, 
the Office of OCX has agreed via telaphcne that each arrange* 
■onto will be satisfactory. 


Subject to oerteto restrictions, too Telephone Section also 
discharge# too responsibility of providag locator information 
on employ cm to rem pe ase to infermsiio* r o qpoa oto fro* cetside 
sources. (AmwXI) tho obooaee of f»U compliance with 
hognlatioa I too o a avera iea of a toff enpleyses free overt 
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to covert status, tha lack of understanding and cooperation on 
tho part of eo*se staff sjnplsysts la regard to sesurl^r reculre- 
issats in telephone rssn procedures and ewer sealoua action on 
tho part of building guard* to accomodate visitor* have given 
riao to prSblsns of a reeurrlnr nature la the telephone room, 
(Annex IX, Far* a) Tina, Ilia operating personnel and super** 
visors foal tin responsibility emprises am unjustified adain- 
latratlve burden and a potential trap for aaeurity violations 
la giving oat locator Information. 

Othar factors contribute to this feeling also. Obviously, fro- 
<p*nt aalla for lafo matlon tram eutaida sources tie up the 
switchboard unnecessarily. anally* such calls ar« for personal 
reasons , although, aona are official* In this respect, tho 
supervisor explained that the nature and length of sene of the 
calls which are personal have given riee to low murals on the 
part of operators vhen traffic is heavy* For example, after 
business hoars traffic normally averagos 2$Q calls between 5 
and t> ?•«*, ISO between 6 and 9 ?•&*, and ap to 100 between 9 
and 17 F*M. 

•• S+m&LhgB£& 


While, functionally, the file record is construed cu rre nt ly os 
a facility la keeping with the service rendered, a broad aspect 
of security la also entirely proamt, i.e. by virtue of tho 
restriction on Information pertaining to employees in ami- 
covert and cavort status, and, alas, the sensitivity of othar 
data reflected ia tho oardo, e«g. fyahcls ef organisational 
•sspomauts iChh conceivably could be dispensed through an* 
wariness* Further, tbs dinner of ^Lap^sdng sensitive iafsrna- 
Ues inadvertently will continue ts bs present ae long as s 
deficiency exists la adherence to regulation* os reporting re- 
dUirmonts (/aw* I) Thus, s potential violation of security 
could scour on counterfeit calls which in tho past have baas 
attempted unauccesafuHy, l*s* by scan unknown parson having 
tha nans and exte n s i on of a legitimate employee la their 
possession and using the refer ones in a dvceitfhl naansr to 
obtain locator information. 

b. cone its ios 

Admittedly, tho volant of sails tram outside sources during non- 
busineaa hours is insufficient par so ts lustily s transfer of 
tho file record to another jurisdiction, further, regardless 
of jurisdictional rsapanaiMlity, soBtinasua policing of tha 
locator system will bs ascoasaxy to none extent to insure that 
shaacss are placed pruwptly into retired chaanala* 
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Keefer, its view of the difficulties experienced in the tele- 
pbon« roxm and the security aspect described atove it la beliweu 
tbei the reapona ibill ty for dispensing locator lafomatioa 
during off doty boor# should be placed In that organisational 
decent Wfcieh can enforce adherence to regulations, read-ar the 
raouired sarvic* efficiently and which po»eo»sea a device to 
ensure positive identification of Agency deploy cos* That or- 
ganisational elmseiit is the f ocurity fftc© (annex 111). 

5. ACTIOS 

a* Paswd on the substaasee of this stud? it is recoasse-nded thait 


(1) The file record ef fcoee telephones and address*.* of Agency 
etaplcyees be planed physically under the jurisdiction of 
the Security Office* 

(?) The ecurity Office as sum the responsibility of dispensing 
locator inf creation during off duty hours, i.e., Including 
wrrlM to the CIA batch Officer, with asblgment of such 
responsibility to tho nifbt duty officer. 

(3) Tho Personnel Office continue to assuns the responsibility 
of dispensing locator information curing business hours. 

(&) The Personnel Office, in collaboration with the Heads of 
staff and operating ©casponante, furnish to the Telephone 
£ ectic* and maintain s current file record of 2$ or cars 
selected metes of secretaries Who Might be subject to ceil 
for ispcrtttt conferences in off duty hours. 

(5) The ftaebia* heecsds Division, office of the Comptroller, 
famish te tho office ef Fersoanol copies of from 37-6 at 
the tins dlstrltMticR thereof is Mode to tbs Office of 
ieeurlty! these faros to be filed in the official personnel 
folders, respectively, for reference to the hone addresses 
end telephone naebera of engOcyse*. 


b* In od di ties te the foregoing, it is rose Mawaaded further that 
certain inploMenting actions contained in RaaorsaSun dated 
>0 February W$$ trim the Director of Security be adopted (with 
one exception) as follows* 


(1) Publication ef cm Agency notice .calling attention to the 
provisions of Agency h emulation |snd especially to 

the necessity, frost a security standpoint, of submitting 
changes in locator lofonutloa. 
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(£} Publication of as ftgeavey ootl.ee to the effect t that after 
hours only certain ces ideated *k«y officials*’ ere authorised 
to r*queat end receive information on host* telephone asm- 
here or addresses of aeaal-coeert personnel. The notice 
should request each office concerned to forward to the 
‘ -curler Office « list of the key officials selected In 
each office* The notice should point cut that the k<y 
officials would he required to identify theaselvee by rune 
and badge masher upon calling for tnforaation. 

(3) Badge data, such as serial niaaber and seer&t nuhber, not 
to fee shewn on any card or in aiy file not cad&r the con- 
trol of the Security Office. 

(It) r ecurity violations not to he aatcnatleally charged for 
failure to submit changes in locator information. Derelic- 
tion 1st this natter should he handled I y administrative 
action, with a oeourlty violation charged only if the cir- 
ovnotaocea warrant auch action. 

(5) The procedure to he followed after hoars should not bo 
United to calls originating outside the . gene? hat should 
aloe include calls fjrcn within the Agency. 


25X1 A9A 

Chief, henagenent Staff 


kmm&i 

loam I - Prescribed Procedure 
Amec IX - Telephone Moon Bynten sad Procedure 
inm 1X2 - Proposed iyoten ami Prooedare 
for Cse by £ rarity Office 
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